CRC
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CRC (generator polynomial) X° +X?+1
10011101 11100111011
10
()
M (X)=X+x 33 +x2+1
G(x)=xX+X+1
10001000
100101 ) 1001110100000
100101
100100
100101
01000

Q(X) = (M (X" x°), G(X) =10001000
M (x)" X°- G(X)" Q(X) = 1001110101000
()
111111
100101 ) 11100111011
100101
111001
100101
111001
100101
111000
100101
111011
100101
111101
100101
11000
0

100Mpbs (Ethernet) 10° 200

(bytes) (station) (collision)
12

RTT(Round-Trip Time)
1000m” 2

=——  — =10nsec
200m/ nrsec.

RTT
10nsec.” 100Mbps = 1000bits = 125bytes
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Network/Interface IP Address MAC Address
Net 1/ Host A 10.0.0.2 80:12:AE:30:13:2A
Net 1/ Router A 10.0.0.1 80:12:AE:30:13:2B
Net 2/ Router A 100.1.1 80:12:AE:30:13:2C
Net 2/ Router B 10.0.1.2 80:12:AE:30:13:2D
Net 3/ Router B 10.0.2.1 80:12:AE:30:13:2E
Net 3/ Host B 10.0.2.3 80:12:AE:30:13:2F
A B(Router A Router B) P
( )Host A IP 10.0.2.3 10.0.2.3
IP (source IP address) MAC (source MAC address) 5
( )Host B 80:12.AE:30:13:2D
80:12.AE:30:13:2D IP MAC
( )Host A 80:12:AE:30:13:2B
80:12:AE:30:13:2B IP MAC 5
() source | P address 10.0.0.2 source MAC address  80:12:AE:30:13:2E
() MAC address 80:12:AE:30:13:2D Net3 segment Router B
() source | P address 10.0.0.2 source MAC address  80:12:AE:30:13:2A
TCP (error detection) (error recovery) 15
() error-detection error-free
acknowledgement
() (sequence)
(re-assemble) (ACK)
() checksum IP TCP (payload) 16 hits Is
complement 1's complement 0
16 bits 1' s complement 0
(Router) R bps L bits L*N/R N
13
N router 0 router L/R
SEC. router 2L/R sec.
O+L/R+2L/R+..+(N-1)L/R _L(N- 1)sec
N 2R '
Blaster worm 15
( )Blaster worm Microsoft DCOM RPC Microsoft Windows NT 4.0 , Windows 2000, Windows
XP, Windows Server 2003 copy msblast.exe
( )Blaster TCP port 135
1 Microsoft patches
2. DCOM ports port 135,139,445
3. router ACL filtering
4 patches

distributed denial-of -service, DDOS
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